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Project objectives 

Distributed autonomous systems, and in particular autonomous swarms, are increasingly 
deployed in safety- and mission-critical domains such as robotics, and aerial operations, 
often relying on real-time embedded platforms and emerging open hardware 
architectures such as RISC-V. Their decentralized nature introduces system-level 
vulnerabilities, often triggered by the compromise of individual nodes. Attacks targeting 
a single node, through software exploitation or communication manipulation, can lead to 
mission deviation, where behavior diverges from the intended role and impacts the 
overall system. 

Trusted Execution Environments (TEEs) provide hardware-enforced isolation and 
protection of sensitive code and data, but they are primarily designed for general-purpose 
systems. As a result, they offer limited support for real-time embedded environments. 
Key limitations include weak hardware-bound identity and reliance on static attestation, 
which is insufficient to guarantee correct behavior at runtime. 

This project addresses these limitations by extending TEE-native services (secure 
storage, isolated execution, attestation) with additional foundational mechanisms, 
transforming TEEs into node-level trust anchors for distributed embedded systems. 

Objective 1 focuses on hardware-rooted identity and group authentication. The project 
develops decentralized node and group authentication mechanisms based on Physically 
Unclonable Functions (PUFs), enabling secure identity without relying on static 
credentials. The goal is to design a lightweight and scalable authentication scheme 
suitable for heterogeneous and real-time embedded devices. A key aspect will be the 
use of confidential PUF responses, which are never exposed. Instead, public information 
is derived using techniques such as zero-knowledge proofs or one-time chains, allowing 
verification without revealing underlying secrets, thus offloading their storage. The project 
will also design contributory key establishment mechanisms to support dynamic coalition 
formation in FANET (Fly Ad-Hoc Networks) environments, characterized by 3D mobility, 
possibly intermittent connectivity and real-time constraints. These makes FANET more 
challenging than VANET and other MANET. 

Objective 2 addresses enforcement of real-time mission execution integrity to provide 
proof of correct and timely execution. Since real-time embedded systems interact with 
sensors and actuators and execute complex control loops, they are vulnerable to control-
flow hijacking and data-flow manipulation, which can directly affect mission-critical 
outcomes. 

To mitigate such vulnerabilities, traditional data-flow integrity (DFI) approaches are based 
on full memory instrumentation that introduce excessive overhead. Instead, the project 
investigates the approach of the selective protection of security-critical variables (e.g., 
navigation data), using value-based consistency checks between definition and use 
sites. This significantly reduces overhead while maintaining effective protection. The 
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project also explores integrity-by-design approaches, by including critical components 
(e.g., sensor interfaces) within the TEE, reducing exposure to untrusted software while 
considering the downside of increasing the dimension of the trusted computing base. 

Similarly, fine-grained Control-Flow Integrity (CFI) enforcement is often infeasible under 
real-time constraints. The project therefore investigates selective enforcement on only 
the safety-critical components, defined through compile-time policy mechanisms based 
on mission specifications. General method to select such safety-critical components is 
an open challenge that will be addressed by the project. 

The proposed mechanisms will be evaluated in terms of detection accuracy, latency, and 
resource overhead (CPU, memory, energy), ensuring compatibility with real-time 
constraints. 

Relevance of the project to the Agenda 

topics 

The proposed project is aligned with the priorities of the ACN Research and Innovation 
Agenda for Cybersecurity 2026, and in particular with Subarea 4.1 Hardware. The 
primary alignment is with Topic 4.1.2 (hardware-anchored security mechanisms), which 
emphasizes the role of Trusted Execution Environments (TEEs) and Physically 
Unclonable Functions (PUFs) in establishing hardware-rooted trust. The project directly 
contributes to this direction by extending the basic trusted services natively provided by 
TEEs (e.g., secure storage, isolated execution, attestation) with additional foundational 
security services, including hardware-bound identity, dynamic authentication, and real-
time mission execution integrity. In particular, PUFs are leveraged as roots of trust for 
deriving ephemeral cryptographic material, enabling stronger and non-clonable identity 
binding in embedded systems. 

The project also relates to Topic 4.1.3 (secure sensing), as it investigates the inclusion 
of peripheral interactions (sensors and actuators) within the system’s security model. 
This aspect is addressed with a critical perspective, acknowledging the trade-off between 
extending the trusted computing base (TCB) to cover peripherals and the resulting 
increase in system complexity and attack surface. As such, the contribution in this area 
is incremental, focusing on evaluating design trade-offs rather than introducing entirely 
new sensing primitives. 

Finally, the project is relevant to Topic 4.1.4 (open and trustworthy hardware 
architectures) through its validation strategy. By targeting RISC-V platforms and open 
autopilot frameworks such as PX4, the project contributes to the development of open, 
auditable, and sovereign hardware/software stacks, which are key priorities for reducing 
technological dependence and improving trustworthiness. 

Project implementation methods and 

enabling factors available 

The project adopts an iterative, spiral methodology, where each objective is developed 
through repeated cycles of requirements definition, design, implementation, and 
validation. This approach is particularly suited to systems security research, enabling 
progressive refinement under real-world constraints, including real-time requirements, 
resource limitations, and adversarial conditions. Both objectives follow this cycle, 
ensuring early validation and incremental integration of results. 
 
Timeline and milestones. 
 
In Year 1, the focus is on Objective 1, including the design and implementation of PUF-
based identity and group authentication mechanisms, with initial validation through 
simulations and controlled experiments. In parallel, the foundations of mission execution 
integrity (Objective 2) are defined. Milestone M1: Prototype of hardware-rooted identity 
and authentication mechanisms validated in controlled settings. 

In Year 2, the work concentrates on Objective 2, including the development and 
integration of real-time mission execution integrity enforcement mechanisms as 
extended TEE services. The system will be implemented on RISC-V platforms and 
evaluated in terms of performance and real-time overhead. Milestone M2: Integrated 



 

prototype combining identity and execution integrity mechanisms validated on embedded 
platforms. 

In Year 3, the integrated system will be validated under realistic conditions using PX4 as 
the primary platform, complemented by simulation-based evaluation to assess scalability 
and resilience. Milestone M3: End-to-end validated system demonstrating secure identity 
and execution integrity under realistic conditions. 

The final six months will be dedicated to thesis writing, carried out in parallel with final 
experimental activities and dissemination. 

The project benefits from strong enabling factors, including the research history of the 
supervisor in related topics, an active research group with existing prototypes, and 
access to RISC-V platforms, PX4 ecosystems, and industrial collaboration with Beyond 
Semiconductor. 

Risk mitigation. PUF instability will be addressed through error correction and hybrid 

identity schemes; execution integrity overhead through selective monitoring and 

configurable protection levels; RISC-V/PX4 integration through a decoupled validation 

strategy; 

 

PROJECT ELEMENTS RELATING TO PRIORITY TOPICS 

(art. 4, paragraph 3, and art. 6, paragraph 3 of the Call for Proposals) 

The project's distinctive contribution with 

regard to the priority topics 

The project provides a distinctive contribution by advancing hardware-based security 
from basic TEE-provided primitives to an extended set of foundational trusted services 
tailored to distributed and real-time embedded systems. 

First, the project extends the native capabilities of TEEs, by introducing additional core 
trusted services, including hardware-bound identity and dynamic authentication. This 
shift from isolated primitives to a service-oriented trust layer within the TEE represents a 
key advancement aligned with the objectives of Subarea 4.1.2. 

Second, the project introduces a novel use of PUFs as dynamic roots of trust, rather than 
static identifiers. It enables decentralized and adaptive authentication mechanisms, 
suitable for dynamic and adversarial environments where nodes may be individually 
compromised and where trust relationships must be continuously re-established. 

Third, the project advances the state of the art in software protection by introducing run-
time execution integrity mechanisms, moving beyond static or periodic attestation. By 
monitoring deviations between observed and expected behavior, defined through 
control-flow and by implementing value-based consistency checks, the approach 
enables continuous assurance of execution integrity under real-time constraints. The last 
two advancement are aligned with the objectives of Subarea 4.1.2 

The architectural design decision of including the data pathway from some sensors (e.g., 
the GPS sensor) directly in the TEE can ensure the integrity and confidentiality of location 
data, protecting it from being forged or accessed by malicious software in the normal 
world. This lead to a novel architectural secure design pattern in DFI enforcement that 
represent an advancement to Subarea 4.1.3 

Finally, the project contributes experimentally to open and trustworthy hardware 
ecosystems (4.1.4) by implementing and validating these mechanisms on RISC-V 
platforms and open autopilot stacks (PX4), demonstrating feasibility in realistic cyber-
physical systems. 



 

 

 
 

 

COLLABORATIONS WITH OTHER PUBLIC AND PRIVATE ENTITIES 

(art. 4 and art. 6 paragraph 3 of the Call for Proposals) 

Reasons and evidence for the involvement 

of companies, public or private entities, and 

research laboratories attributable to Italian 

and/or European organisations, as well as 

international bodies, in the research project. 

Beyond Semiconductor (https://www.beyondsemi.com/) has agreed to contribute to the 
project, in particular to activities related to Objective 1. The feasibility and impact of the 
results are supported by the established collaboration between the supervisor and 
Beyond Semiconductor, both partners in the recent EU project CROSSCON 
(https://crosscon.eu/), where initial investigations on PUF-based device identity were 
conducted. Beyond Semiconductor brings strong expertise in secure RISC-V-based 
processor design and hardware security IP, including the development of hardware-level 
trust mechanisms. 

The University of Trento, upon initiative of the supervisor, is an academic member of the 
RISC-V International consortium, ensuring alignment with ongoing standardization 
efforts in secure computing architectures. The proposed research is relevant to working 
groups on Trusted Execution (e.g., CoVE/AP-TEE) and Runtime Integrity and Isolation 
(e.g., PMP/SPMP/IOPMP). By extending TEE-native services with PUF-based identity, 
execution integrity, and lifecycle management, and validating them on RISC-V platforms, 
the project can contribute to secure and deployable trust architectures. The P.I. will 
disseminate results through RISC-V Summits, supporting community awareness and 
potential impact on future specifications. 

This combination of industrial collaboration and engagement with the RISC-V ecosystem 
ensures both practical validation and standardization impact. 

Completion of a period of study abroad in a 

European Union country as part of a 

research project 

Beyond Semiconductor has agreed to host the PhD candidate for a research internship 
focused on hardware-rooted identity mechanisms based on Physically Unclonable 
Functions (PUFs). The activity will specifically address key open challenges related to 
stability, reproducibility, and robustness under real-world operating conditions, with the 
goal of developing deployable solutions for embedded and cyber-physical systems, 
including integration within TEE-based trusted services. 

The internship will provide access to real hardware platforms and industrial design flows, 
enabling experimental validation beyond simulation and supporting the transition from 
research concepts to practical and exploitable solutions and will contribute to the full 
achievement of milestone M1. This experience will strengthen the industrial relevance of 
the PhD work and foster knowledge transfer between academia and industry. 

Length of stay abroad 

 

4 months 
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